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Abstract—Subgraph isomorphism is a fundamental graph
problem with many applications. Due to its NP-Hard nature,
subgraph isomorphism in large dynamic graphs is considered as
a challenging problem. In this paper, we present a distributed
graph pruning algorithm (D-IDS) for dynamic graphs to enable
efficient subgraph isomorphism. D-IDS continuously maintains
the maximum dual simulation match in a dynamic graph. We
develop D-ISI, a distributed incremental algorithm for subgraph
isomorphism that utilizes D-IDS. We evaluated our algorithms
on a commodity cluster in Amazon EC2 using real world graph
datasets. Our evaluation results show that the graph pruning
technique is highly effective on graphs with small diameter where
it achieves over 60% reduction in graph size.
Index Terms—subgraph isomorphism, dynamic graphs, distributed, small diameter graphs

I. I NTRODUCTION
Graphs are fundamental in representing and analyzing many
modern datasets in diverse application domains, including online social networks, communication networks, road networks
and cyber-physical systems. Many of these graph data sets
have a small diameter where nodes are separated only by few
hops [1]. The massive scale and computational complexity
of processing such graphs, accompanied by the recent and
the enormous growth of data center technologies and cloud
infrastructures have reignited interest in the development of
highly scalable and distributed graph processing platforms [2],
[3]. These distributed systems consist of a large number of
commodity machines with small individual memory and CPU
footprints compared to traditional super-computing systems
(e.g. IBM Blue Gene, Cray XMT, etc.). Distributed graph
algorithms that can make use of these systems/infrastructures
are gaining traction as a result [4], [5], [6].
Subgraph isomorphism (SIM) is a fundamental graph problem with wide and varied applications such as substructure
matching in chemical components, analysis of social network
structures, threat detection in social networks and cyber systems, cryptography and security [7], [8], [9], [10], [11]. For the
case of static graphs, several algorithms have been developed
for SIM [12], [13], [14]. These fall into two main categories
([15], [16]) 1) exploratory methods or 2) partial query matchjoin methods. Exploratory methods start from a single vertex
in the data graph and explore the rest of the vertices, evaluating
them against structural properties and matching constraints to

determine whether they can be matched to the query. Partial
query match-join methods find partial candidates for different
query vertices and try to join them incrementally to create the
complete pattern.
The fast changing nature of modern graphs and low latency
application requirements [10] demand low latency solutions
for dynamic graphs. Research on incremental algorithms that
work on streams of edge updates has gained a new thrust
as result. While there has been a lot of work on parallel
and distributed incremental algorithms for dynamic graphs in
general [17], [18], [16], not much effort has been devoted to
the SIM problem. Due to its NP-Hard nature, exact SIM in
large dynamic graphs is considered challenging [16] and thus
much of the existing work has focused on approximate algorithms [16]. However, we assert that exact SIM is an essential
requirement in several mission critical application domains,
for example, fully automated cyber intrusion detection and
prevention systems [19] and thus the exact SIM problem is of
independent interest.
Driven by the need to develop low latency and exact
solutions to the SIM problem in dynamic graphs, in this paper,
we take a practical approach towards developing incremental
distributed/parallel algorithms. Our main technical contributions are summarized below:
•

•

•

We identify the limitations of incremental SIM based
on neighborhood search for small diameter graphs. To
address these limitations, we present a novel distributed
graph pruning technique for dynamic graphs (D-IDS) that
preserves subgraph isomorphism matches.
We present a distributed incremental algorithm for exact
SIM that utilizes the above mentioned graph pruning
technique.
Via experimental evaluations, we demonstrate the effectiveness of our algorithms using real world graph data sets
on a commodity cluster environment in Amazon EC2.

The rest of the paper is organized as follows. In Section
II, we introduce necessary definitions of concepts used in this
paper. We present related work in Section III. Section IV and
V presents our proposed algorithms. Section VI provides a
summary of our experimental evaluation results. Section VII
draws our conclusions and discuss future research directions.
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Fig. 1: Vertices {5, 11, 12, 15, 16} in data graph match
the query graph via subgraph isomorphism. Vertices
{5, 11, 12, 13, 14, 15, 16} match the query graph via dual
simulation and vertices {1, 2, 3, 4, 5, 6, 11, 12, 13, 14, 15, 16}
match via graph simulation.
II. BACKGROUND AND P ROBLEM S TATEMENT
The subgraph matching problem takes as input a data graph
G = (V, E, l), query graph Q = (V q , E q , lq ) where both G
and Q consists of a set of vertices V /V q , set of edges E/E q
and a vertex label function label function l/lq that associates
each vertex with a label from label set L. It finds all the
subgraphs of G that match Q based on a given matching
criteria. There are three main criteria of interest to us in this
paper:
1. Subgraph Isomorphism [20]: Q matches data graph G under
subgraph isomorphism iff there exists subgraph Gs ⊆ G and
bijective function f : V q → V s such that for any two nodes
vi , vj ∈ V q , (vi , vj ) ∈ E q ⇒ (f (vi ), f (vj )) ∈ E s , lq (vi ) =
ls (f (vi )) and lq (vj ) = ls (f (vj )).
2. Subgraph Simulation [20]: Q matches data graph G via
graph simulation if there exists a binary relation R ⊆ V q × V
such that 1) ∀u ∈ V q , ∃u0 ∈ V : (u, u0 ) ∈ R; 2) if (u, u0 ) ∈ R
then lq (u) = l(u0 ); 3) ∀(u, v) ∈ E q , ∃(u0 , v 0 ) ∈ E : (u, u0 ) ∈
R.
3. Subgraph Dual Simulation [20]: Q matches data graph G
via dual simulation if 1) Q matches G via graph simulation
under a match relation RD ⊂ V q × V andV2) ∀(u, u0 ) ∈
RD [(w, u) ∈ E q ⇒ ∃w0 ∈ V : (w, w0 ) ∈ RD (w0 , u0 ) ∈ E]
Dual simulation possess the useful property of unique
maximum match. For a given query graph Q, there exists a
unique maximum dual simulation match GDsim with G such
that every other dual simulation match MDsim ⊆ GDsim [20].
Fig. 1 provides illustrative examples of these matching criteria.
Intuitively graph simulation preserves the child relationships
of the query graph while dual simulation preserves both parent
and child relationships.
A dynamic graph GT = {..., Gt−2 , Gt−1 , Gt , ...}, T ⊂ Z+
is a graph that changes over discrete time steps. At any time
t, directed graph Gt denotes a snapshot of GT . At time t +
1, graph Gt+1 is obtained from Gt based on a set of edge
updates ∆eu . In this paper, we assume updates consist only
of edge additions or removals, not label updates. An edge
stream is a sequence of edge updates. Fig. 2 illustrates five
graph snapshots of a dynamic graph, each snapshot Gt+1 is

obtained by applying an edge update to the previous snapshot
Gt .
For dynamic graphs, let Mt be the set of subgraphs in Gt
that match a query graph Q via SIM. An incremental subgraph
matching algorithm takes Gt , ∆eu and Mt as the input to
produce Mt+1 for Gt+1 by computing the changes ∆M to
match set Mt . In Fig. 2, vertices {1, 2, 3, 5} in G4 match the
given query graph via SIM. This match happens as the graph
changes from G3 to G4 with the addition of an edge. Also,
the matched pattern dissolves as the graph changes from G4 to
G5 with an edge removal. A distributed incremental subgraph
matching algorithm partitions the input among worker nodes
and reuses already computed results to minimize unnecessary
re-computations, thus enabling low latency high throughput
computation. The algorithms presented in this paper assume
a distributed memory computing environment with a set of
worker nodes W . Each worker w ∈ W maintains its own
vertex disjoint partition Gw
t of dynamic graph Gt at time t.
Table I provides a summary of symbols and definitions used
in the rest of the paper.
Symbol
dG
s(vi ,vj )
V (∆M )
l(v)
Gw
t
Gt,DSim
Gw
t,DSim
M S[v]
P [v]
C[v]
M StW [v]
PtW [v]
PtW [v][u]
CtW [v]
CtW [v][u]
∆ew
u
ew
u+
ew
u−
match[v]
L[v]

Definition
Diameter (longest undirected shortest path) of the graph G.
Shortest path between two vertices vi and vj
Set of vertices in ∆M
Label associated with vertex v
Partition of Gt in worker w ∈ W
Maximum dual simulation match of Gt
Partition of Gt,DSim in worker w ∈ W
Match set of vertex v
Parent set of vertex v
Child set of vertex v
Match set of each vertex v in Gw
t
Match set of parents of vertex v in Gw
t
Match set of parent u of vertex v in Gw
t
Match set of children of vertex v in Gw
t
Match set of child u of vertex v in Gw
t
Set of edge updates assigned to worker w ∈ W
Set of edge additions assigned to worker w ∈ W
Set of edge removals assigned to worker w ∈ W
Match status (true/false) of vertex v
Labels of parents and children of vertex v

TABLE I: Symbols and their definitions
III. R ELATED W ORK
Most approaches for subgraph matching in graph data in the
last few decades focused on small graphs [12], [13], [14]. This
was mainly due to the NP-Hard nature of the SIM problem
[21]. A detailed comparison of existing algorithms for SIM
matching in static graphs can be found in [22].
In [23] Fan et al. introduced a class of relaxed polynomial
time subgraph matching methods called graph simulation
matching to enable subgraph pattern matching in larger graphs.
This work was motivated mainly by the applications in the
social network domain where relaxed matching methods are
acceptable. Improving on that work, in [20] Ma et al. introduced much strict matching criteria to capture the topology
of the query graphs. These works focused more on providing
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Fig. 2: Five temporal snapshots Gt of a dynamic graph where t ∈ {1, 2, 3, 4, 5}. Each snapshot Gt is obtained from previous
one Gt−1 by applying an edge update. Vertices {1, 2, 3, 5} in G4 matches the given query graph via subgraph isomorphism.
theoretical bounds to the proposed algorithms where all the
algorithms presented are sequential. In this paper, we show
that the dual simulation matching method introduced in this
work [20] can be extended and adopted as a graph pruning
technique for exact SIM in dynamic graphs.
Recent growth in graph-structured data generated from
social networks, communications networks, road networks,
etc. and advances distributed computing have paved the way
for research on large-scale graph processing on distributed
memory environments with commodity hardware [2], [3].
However, most of these work focus on large static graphs.
Recently, an algorithm for pattern matching in large scale
static graphs on distributed shared memory environment has
been proposed [15]. This work assumes a distributed shared
memory abstraction and uses Trinity framework [24]. Similarly, distributed algorithms for subgraph matching has been
proposed [6], [25]. But these algorithms focus on detecting
subgraph simulation matches [26] on static graphs.
In [16], [27] Gao et al. proposed a system and set of
optimizations for SIM matching on very large distributed
graphs on a vertex-centric [2] graph processing system. But
approximate SIM was their focus.
In 2009 Stotz et al. presented an incremental SIM algorithm
for matching subgraph patterns in dynamic graphs [28], [23].
This is a sequential algorithm and the evaluations were conducted only for very small graphs. Also in [10] Choudhury
et al. proposed a query decomposition based method to perform incremental subgraph isomorphism matching in dynamic
graphs. But this work also presents a sequential algorithm for
dynamic graphs.
Fan et al in [29] presented a query preserving graph pruning
algorithm using bi-simulation. This work presents a theoretical
study of the application of bi-simulation based graph pruning
for reachability queries and bounded simulation matching. Our
work focuses on exact SIM by using dual simulation as a graph
pruning technique.
IV. I NCREMENTAL S UBGRAPH I SOMORPHISM M ATCHING
I N DYNAMIC G RAPHS
The computation time of SIM in a dynamic graph is known
to be unbounded relative to the size of edge updates ∆eu or
the incremental match set ∆M [23]. But as we observe below,
the set of subgraphs that can potentially be in ∆M as the result

of an edge update is within a neighborhood of edge update,
bounded by the query diameter.
Observation 4.1: Let eu = (vi , vj ) be an edge update to the
data graph Gt which results in Gt+1 . Then ∀ vk ∈ V (∆M ),
s(vk ,vi ) ≤ dQ and s(vk ,vj ) ≤ dQ .
Observation 4.1 can be exploited to reduce the computation
space for incremental subgraph matching over a dynamic
graph so as to decrease computation latency. Using Observation 4.1, we develop a distributed incremental algorithm
(Algorithm 1) for SIM in dynamic graphs (D-ISI) via a
simple framework that re-uses legacy SIM libraries developed
for small static graphs. The proposed algorithm is designed
specifically to deliver low-latency analytics on dynamic graphs
with a larger diameter as compared to the diameter of the query
graph (dGt >> dQ ). We develop a graph pruning scheme
described in the next section for small diameter dynamic
graphs where this is not the case.
Road networks and social networks are example graphs
that demonstrate these behaviors. Road networks are examples
of large diameter graphs, where in the social networks the
effective diameter of the graph is very low (< 10) [30]. As
a result, in social networks, subgraph matches in a significant
portion of the graph can potentially be affected by an edge
update compared to road networks for a given query graph Q.
Algorithm 1 takes an edge stream as input and processes
edge updates in batches. Each batch of edge updates collected
at time t starts a three stage process. First, edge updates are
assigned to different partitions of the dynamic graph using
an edge partitioning algorithm running on a single processing
node (master), where each partition (Gw
t ) is processed by a
single worker (w). We use a simple hash based partitioning
strategy which assigns the edge updates to different partitions
by hashing the source vertex of each edge update. While there
has been some work on graph partitioning strategies [31],
evaluating those strategies on this algorithm is beyond the
scope of this paper. Second, edge updates are applied to the
respective graph partitions which result in Gt+1 . Third, each
worker starts processing its graph partition to find the portion
of ∆M caused by the edge updates assigned to the worker.
Algorithm 2 presents the core of the distributed algorithm
executed at each worker for computing ∆M . Each worker
loops through the edge updates from ∆eu assigned to it and
finds the subgraphs affected by these updates in its partition
using a distributed breadth first search limited to depth dQ .

Utilizing Observation 4.1, we note that ∆M for this worker
can be found by restricting the search for matches to only
these subgraphs. Existing subgraph isomorphism libraries can
be used to find these matches. Algorithm exploits parallelism
at multiple levels. Edge updates are first processed in parallel
by distributing it among the workers followed by distributed
subgraph construction for each edge update. Conflicting edge
updates (additions/removals of the same edge) in a batch are
removed before the partitioning step and duplicate matches
due to overlaps in the constructed subgraphs are removed in
line 7 of Algorithm 2.
Note that in the U pdateGraph subroutine of our Algorithm 1 (line 8), Gw
t+1 refers to the new data graph created
after worker w applies all edge updates from edge stream
∆ew
u . Although temporary matches may exist at internal points
of the edge stream, the algorithm only finds and outputs final
matches that exist in Gw
t+1 . If desired, the algorithm can output
matches at a more fine-grained scale by reducing the size of
∆eu .
Each worker starts a distributed depth limited breadth first
search (DDLBFS) (Algorithm 3) independently to construct
the subgraph for each of its edge updates. Execution follows
the bulk synchronous parallel (BSP) execution model [32].
Each worker maintains a map that tracks the vertices visited
by each independent search. This map is used at the end
of DDLBFS to send the portions of subgraphs to respective
workers (line 20-21 in Algorithm 3).
Algorithm 1 Distributed Incremental Subgraph Isomorphism
Matching In A Dynamic Graph (D-ISI)
1: procedure D-ISI(∆eu )
2:
if master then PARTITION(∆eu )
3:
for each w ∈ WORKERS do
w
4:
SENDUPDATES (∆eu )
5:
else
6:
∆ew
u ← RECEIVE U PDATES (.)
7:
I Apply edge updates to Gw
t
w
w
8:
Gw
t+1 ← U PDATE G RAPH (Gt , ∆eu )
w
9:
∆M ← PROCESS(Gw
t+1 , ∆eu )
10:
Barrier(WORKERS)
11:
Mt+1 ← Mt ⊕ ∆M

Algorithm 2 Computing ∆M for ∆ew
u
w
1: procedure PROCESS(Gw
t+1 , ∆eu )
2:
F ← matches found for each subgraph
3:
for each e ∈ ∆ew
u do s ← e.source t ← e.target
4:
SGe ← DDLBFS(s, t, Gw
t+1 , Q, dQ )
5:
F[SGe ] ← M ATCH I SO(SGe , Q)
6:
Barrier(WORKERS)
7:
return F IND D IFF(F,Mt )

V. D ISTRIBUTED G RAPH P RUNING
As described previously, Algorithm 1 is likely to work
well only for large diameter data graphs with comparatively
small query graphs. Our experimental results show that the
performance of the algorithm degrades rapidly with increasing
query graph diameters, especially in small diameter graphs.
This is due to the fact that the size of the subgraph constructed

Algorithm 3 Distributed Depth Limited Breadth First Search
1: procedure DDLBFS(source, target, Gw
t+1 , Q, dQ )
2:
M ← vertices visited by each processor
3:
for ss ← 1 to dQ do
4:
if ss = 1 then
5:
M[w].add(source)
6:
M[w].add(target)
7:
N ← N EIGHBORS(source, target)
8:
root ← w
9:
S END M ESSAGES(N, root)
10:
else
11:
MSGS ← Messages sent to this worker
12:
for each m ∈ MSGS do
13:
v ← m.vertex
14:
root ← m.root
15:
if N OT V ISTED(v, root) then
16:
M[root].add(v)
17:
N ← N EIGHBORS(v)
18:
S END M ESSAGES(N, root)
19:
Barrier(WORKERS)
20:
for each root worker w ∈ M do
21:
S END S UB G RAPH(M[w], Gw
t+1 )
22:
23:

SG ← RECEIVE S UB G RAPH(.)
return SG

in Algorithm 2 grows rapidly with increasing dQ on small
diameter graphs. In this section, we present a distributed
graph pruning algorithm that can significantly improve the
performance of exact SIM on small diameter graphs.
Our proposed graph pruning algorithm maintains a pruned
graph of the underlying dynamic graph GT based on dual
simulation, where we maintain the maximum dual simulation
match of Gt for Q as the pruned graph at each time point t.
The following proposition 5.1 can be easily verified from the
definitions of dual simulation and SIM [20].
Proposition 5.1: In a data graph, the maximum dual simulation match for a query graph Q contains all subgraphs that
match Q via SIM.
We refer readers to Fig. 1 which illustrates this proposition.
We develop a distributed algorithm to maintain the maximum dual simulation match in a dynamic graph. Our algorithm
follows the BSP model and can take O(|ESCC |) super-steps to
complete in the worst case, where |ESCC | denotes the number
of edges in the largest strongly connected component of the
data graph. However, we observed that the number of supersteps required in practice to be significantly less.
Algorithm 4 shows the integration of D-IDS (Distributed
incremental dual simulation) with the D-ISI (Distributed incremental subgraph isomorphism). Symbols used in the algorithms presented in this section with their definitions are
summarized in Table I. As shown in line 9 of Algorithm 4
we perform distributed graph pruning on the updated dynamic
graph before processing the edge updates to find ∆M . As a
result, the rest of the processing occurs on the pruned graph
which can be very small, compared to the original graph.
Given the NP-Hard nature of the problem, this reduction in
size can significantly improve the performance of SIM in
dynamic graphs.

While the proposed pruning technique does not bring down
the computational complexity of SIM, it helps to decrease
computation time by reducing the size of the data graph to be
searched for matches along with the communication overhead
of subgraph construction (Line 4 in Algorithm 2).
Algorithm 4 D-ISI with Distributed Graph Pruning
1: procedure D-ISI(∆eu )
2:
if master then
3:
PARTITION (∆eu )
4:
for each w ∈ WORKERS do
w
5:
SENDUPDATES (eu )
6:
else
7:
ew
u ← RECEIVE U PDATES (.)
w
w
8:
Gw
t+1 ← U PDATE G RAPH (Gt , eu )
w
9:
Gw
←
M
AXIMUM
D
UAL
S IM(Gw
t+1 , eu )
t+1,Dsim
w
w
10:
∆M ← PROCESS(Gt+1,Dsim , eu )
11:
Barrier(WORKERS)
12:
Mt+1 ← Mt ⊕ ∆M

Associated with each vertex v, D-IDS maintains a set of
states: 1) match state (0/1) to indicate whether the vertex is in
the maximum dual simulation match (1 if the vertex is in the
match). 2) Set of query vertices that v matches (match set of
v) via dual simulation (M S[v]). 3) Match sets of each parent
and child of v (P [v], C[v]).
Given an initial graph G0 , D-IDS is initialized using a distributed dual simulation matching algorithm for static graphs
for which Algorithm 5 shows the high-level steps associated
with each vertex.
Algorithm 5 executes in iterations which we call super-steps
(ss) following the BSP execution model. In the first super-step,
match set of each vertex v, M S[v] is initialized by adding all
query vertices that can match v based on its label (line 6 of
Algorithm 5). match status in all the vertices whose match set
contain some matches is set to 1. Labels of matching vertices
are sent to their parents and children to be received in the
next super-step. In the next super-step, each currently matched
vertex v, create parent and child match sets (P [v], C[v]) from
the labels received. They are then evaluated with their match
set M S[v] to see if they satisfy dual simulation rules (see
Section II). Query vertices that violate these rules are removed
from the match set. match status is set to 0 for each vertex
with an empty match set. Removals from match sets from each
vertex are notified to its parents and children as messages to be
received in next super-step. In subsequent super-steps, vertices
that receive removal notifications update their parent and child
matches based on these removals. Then their match set is
evaluated with updated parent and child match to see if they
satisfy dual simulation rules. Query vertices that violate these
rules are again removed from the match set and removals are
notified to parents and children of these vertices as before. The
algorithm stops when there are no more removal notifications.
Algorithm 6 provides an overview of our distributed graph
pruning algorithm for dynamic graphs. Given a batch of edge
updates ∆eu , initially we perform a pruning process on them
to prune out safe edges updates. Safe edges updates are the

edges updates that do not have an impact on the maximum dual
simulation match (i.e. Safe to add/remove), and it is possible
to verify that using local information associated with source
and sink vertex of the edge update.
We use the propositions 5.2 and 5.3 to determine safe edge
updates.
Proposition 5.2: Edge removal e = (v, u) is safe, 1)
match[v] = 0 OR match[u] = 0 (Either source or sink vertex
not in the match set.) 2) @(v q , uq ) ∈ E Q : lq (v q ) = l(v) AND
lq (uq ) = l(u) (No edge in Q matches e).
Proposition 5.3: Edge addition e = (v, u) is safe if @v q ∈
Q
V : lq (v q ) = l(v) OR lq (v q ) = l(u).
Algorithm to handle edge removals closely follows the
steps in Algorithm 5. In the first super-step (ss = 0), the
algorithm finds the removed matches due to the edge removals
on incident vertices of removed edges. These removals are
notified to the parents and children of respective vertices as
match removal messages. In next subsequent super-steps, the
vertices who receive the messages apply those removals to
their parents and children match sets and evaluate the matching
conditions. Removals are notified to parents and children as
before. The algorithm terminates when there are no more
removal notifications.
Processing edge additions can also be done incrementally
with small modifications to Algorithm 5. In the first super-step
(ss = 0), the algorithm will be executed only on the incident
vertices of edge additions. Which will in turn send their labels
to the parents and children. Vertices that receive the labels will
execute the super-step 1 of Algorithm 5 where in the start of
the super-step match set of each of these vertices v are reinitialized by adding all the query vertices that match the label
of the v. The rest of the steps are similar as in Algorithm 5.
The distributed graph pruning algorithm D-IDS closely follow the sequential algorithms presented in [33] for incremental
graph simulation matching. The correctness of the algorithms
can be proved following the same lemmas presented in [33]
summarized below.
Edge Removal: 1) Edge removals only removes vertices
from match set that are no longer valid matches 2) Algorithm
terminates when all invalid matches are removed.
Edge Addition: 1) Edge addition, only adds vertices to the
match set if they are candidates (vertices whose label matches
a label of a query vertex) 2) Algorithm terminates when all
the invalid matches are removed.
A. An Illustrative Example
Fig. 3 provides an illustrative example of a small query and
the data graph. We provide a detailed walk through of D-IDS
in following sections using Fig. 3.
1) Initialization: Fig. 4 illustrates the states associated with
each vertex at the end of each super-step of Algorithm 5. After
the end of the first super-step(ss=0) vertices {1, 2, 3, 5} send
their labels to parents and children. As a result, in next superstep (ss = 1), each vertex v receiving labels from parents
and children can construct P [v] and C[v]. Vertices 1 and 5
removes all matching query vertices from M S[1] and M S[5]

Algorithm 5 BSP Algorithm to Initialize The Graph For DIDS
1: procedure I NITIALIZE(Gw
0)
2:
match ← initialized to 0 for each vertex in Gw
0 in ss 0
3:
if ss = 0 then
4:
for each v ∈ V0 do
5:
if ∀v q ∈ V Q : lq (v q ) = l0 (v) then
6:
M S0w [v] ← M S0w [v] ∪ v q

9:

20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

1

2

0

MS[1] = {q1}

MS[2] = {q2}

1

MS[1] = ¿

MS[2] = {q2} MS[3] = {q2} MS[4]= ¿
P[2][1] = {q1} P[3][2] = {q2}
P[2][3] = {q1} C[3][2] = {q2}
C[2][3] = {q1} C[3][5] = {q2}

MS[5] = ¿

2

MS[1]= ¿

MS[2] = {q2} MS[3]= {q2} MS[4]= ¿
P[2][3] = {q1} P[3][2] = {q2}
C[2][3] = {q1} C[3][2] = {q2}

MS[5] = ¿

M S0w [v].size

> 0 then
match[v] ← 1
S END T O PARENTS A ND C HILDREN(v, l0 (v))

if

7:
8:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

SS

else
if ss = 1 then
V
for each v ∈ V0 match[v] = 1 do
L[v] ← labels from parents and children of v
{P0w [v], C0w [v]} ← C REATE M ATCH S ETS(L[v])
I R[v]: match removals from vertex v
I EvalDSim: evaluate matching rules
R[v] ← E VAL DS IM(M S0w [v], P0w [v], C0w [v])
if M S0w [v].size = 0 then
match[v] ← 0
S END T O PARENTS A ND C HILDREN(R[v], v)
else
Rp ← G ET PARENT R EMOVALS
Rc ← G ET C HILD R EMOVALS
for each r ∈ Rc do
v ← r.vertex
I target vertex
R EMOVE F ROM C HILD M ATCH(r,v)
R[v] ← E VAL DS IM(M S0w [v], P0w [v], C0w [v])
S END T O PARENTS A ND C HILDREN(R[v], v)
for each r ∈ Rp do
v ← r.vertex
R EMOVE F ROM PARENT M ATCH(r,v)
R[v] ← E VAL DS IM(M S0w [v], P0w [v], C0w [v])
if M S0w [v].size = 0 then match[v] ← 0
S END T O PARENTS A ND C HILDREN(R[v], v)

Algorithm 6 Distributed Incremental Dual Simulation Matching in a Dynamic Graph (D-IDS)
w
1: procedure M AXIMUM D UAL S IM(Gw
t+1 , ∆eu )
w
2:
{∆ew
+,
∆e
−}
←
P
RUNE
S
AFE
E
DGES
(∆ew
u
u
u)
w
w
3:
Gt+1,Dsim ← P ROCESS R EMOVALS(Gt+1 , ∆ew
u −)
w
w
4:
Gw
t+1,Dsim ← P ROCESS A DDITIONS (Gt+1,Dsim , ∆eu +)
w
5:
return Gt+1,Dsim
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Fig. 3: Initial data graph (G0 ) contains edges:
{(1, 2), (2, 3), (3, 2), (3, 5), (3, 4), (4, 5)}. Edge (5, 1) added
at time t = 1 and edge (3, 5) removed at time t = 2. Initial
states (G0 ) associated with vertex 2 and 3 are presented in
the right.
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Fig. 4: Vertex states at end of each super-step (ss) in the
initialization stage of D-IDS
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Fig. 5: Vertex states at the end of each super-step (SS) after
adding edge (5, 1). X indicates that those vertices did not
involve in any processing in that super-step.

after evaluating dual simulation matching conditions using its
match set with the newly created parent and child match sets.
These removals are notified to parents and children of vertices
(1,5). After receiving the removal notifications in super-step 2
vertex 2 and 3 update their parent/child match sets. But this
does not cause any removals in M S[2] or M S[3].
2) Edge Addition: Fig. 5 illustrates the states associated
with each vertex at the end of each super-step after adding the
edge (5, 1). In the first super-step (ss=0), vertices 1 and 5 construct match sets M S[1] and M S[2] using its labels and they
are added to the dual simulation match (match[5] = 1 and
match[1] = 1). Labels of the vertices are sent to parents and
children of vertices 1 and 5. Upon receiving labels, vertices 1,
2, 3 and 4 re-set their match set and match set of parents and
children based on the received labels. After evaluating dual
simulation matching conditions, using its match set with the
newly created parent and children match sets, the algorithm
will terminate since there are no changes to the match sets.
3) Edge Removal: Fig. 6 illustrates the states of each vertex
at the end of each super-step after removing the edge (3, 5). In
the first super-step, vertices 3 and 5 update their parent/child
match sets. Vertex 3 removes the match set of vertex 5 from
C[5] and vertex 5 removes the match set of vertex 3 from P [5].
As a result, vertex 5 will lose query vertex q2 from its match
set making its match status 0. These removals are notified to
vertices 1, 2 and 4 in the next super-step. In the next superstep, the removal of vertex 5 causes vertex 1 to lose query
vertex q1 from its match set. Notification of this removal in
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Fig. 6: Vertex states at end of each super-step after removing
edge (3, 5). X indicates that those vertices did not involve in
any processing in that super-step.

the next super-step to vertex 2 does not cause any removals.
VI. E XPERIMENTAL E VALUATION
In this section, we evaluate the performance of our approach
on six diverse real world graph data sets.
A. Implementation
We implemented D-ISI and D-IDS in C++ using MPI
(MPICH2 [34]). An open source implementation of VF2 [14]
algorithm was used for subgraph matching in D-ISI (line 5
in Algorithm 2) [35]. Lemon graph library [36] was used to
store the graph partitions locally within each worker.
As explained in Section V, during the execution of D-IDS,
each vertex maintains the labels and the match sets of its
parents and children in memory. We did some optimizations
to reduce the memory footprint by using memory references
(pointers). Instead of each vertex maintaining a copy of the
labels for each of its parents and children, at each worker,
we maintained a pool of labels in the memory. This pool
contained all the unique vertex labels. Also, adjacent vertices
with bidirectional edges, that are in the same worker, shared
the parent/child match sets instead of keeping local copies.
B. Experimental Setup
All the experiments were conducted in Amazon EC2 on a
cluster consisting of 5 c3.2xlarge [37] instances (data center
limit). This represents a commodity cluster available for the
general computer science community rather than HPC users.
Each c3.2xlarge instance consists of eight virtual CPUs and
15 GB RAM.
C. Datasets
We performed experiments on six large-scale datasets (see
Table II) that are publicly available from [30], [38], [39],
This dataset includes three large diameter graphs of increasing size (road networks) and three small diameter graphs.
Road networks (CA, CTR, USA) are sparse planar graphs

Dataset
California R/N (CA)
Central USA R/N (CTR)
Full USA R/N (USA)
DBLP network (DBLP)
YouTube (YT)
Live Journal (LJ)

|V |
1,965,206
14,081,816
23,947,347
317,080
4,945,382
5,284,457

|E|
2,766,607
34,292,496
58,333,344
1,049,866
49,445,382
77,402,652

Type
Large diameter
Large diameter
Large diameter
Small-diameter
Small-diameter
Small-diameter

TABLE II: Datasets
with relatively uniform degree distribution and large diameter.
Small diameter (DBLP, YT, LJ) graphs are comparatively
dense graphs with power law degree distribution and a smaller
diameter.
Edge updates are generated from randomly extracted edges
of these static graphs. Edge additions always added new edges
randomly connecting existing vertices where edge removals
removed existing edges. Vertex labels were generated randomly from a fixed size dictionary. Subgraphs with various
diameters were extracted/injected from/to these graph datasets
and used as query graphs. All the query graphs had cycles
and evaluations were done on query graphs with diameter
(undirected) 1 (|V | = 5), 2 (|V | = 12) and 3 (|V | = 17).
D. Performance Metrics
We used latency as the main metrics for evaluating the
performance. Latency is defined as the time difference between
the time that the first edge update of a ∆eu entered the system
and the time the algorithm finished finding matches for all the
edges in ∆eu .
We used the sequential exact SIM algorithm presented in
[33] as a baseline for comparison. This is a widely cited
representative sequential baseline for D-ISI which performs
a neighborhood based search for exact SIM.
In order to report statistically significant results we ran our
experiments several times on Amazon EC2. During our initial
evaluations, we found that there is a variation in performance
compared to the results in an isolated cluster. But we observed
that this variation in performance did not change the overall
performance behavior (How algorithm scales with increasing
number of resources and graph size). To reduce the effect
of variation in performance, final experiments for each plot
were conducted together. The latency values reported below
are mean values averaged over large number of edge updates.
E. Summary of the Results
We compared the latency of D-ISI with and without the
proposed graph pruning algorithm (D-IDS) on the data sets
listed in Table II. As shown in the Fig. 7 combining with
D-IDS significantly improves the latency of D-ISI on small
diameter graphs. But we observed that using D-IDS has no
impact on the performance on road network datasets. Further
analysis showed that, even though the graph pruning algorithm
significantly reduces the size of the graphs (See Fig. 8) in
all the datasets, the impact of graph pruning is minimal due
to small uniform degree distribution and large diameter of
road network datasets. But in small diameter networks, since
edge updates affect a large portion of the graph, the impact
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Fig. 9: Speedup and latency of D-ISI + D-IDS for query graphs
with various diameters. d denotes the diameter of query graph.

of graph pruning was comparatively high. Note that D-ISI
failed to execute without graph pruning on the YT dataset
due to the large size of the subgraphs created in the subgraph
construction step (line 4 of Algorithm 2).
Fig. 8 shows the average percentage reduction (relative to
the original graph) of the graph size (number of vertices) when
D-IDS is used. As shown in Fig. 8 using D-IDS, we were able
to reduce the graph size by over 60% for all the graphs on the
average.
Fig. 9 presents the speedup and latency of D-ISI with D-IDS
on a road network and a small diameter graph with increasing
number of workers. As expected, on the road network dataset
D-ISI algorithm with graph pruning was able to produce very
low latency results compared to small diameter graphs. But
the improvement in speedup tapers off when scaling up the
number of workers on road network datasets. We were able
to achieve significant improvements in speedup and reduction
of latency when scaling up the number of workers on small
diameter graph datasets. This is as a result of graph pruning
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Fig. 8: Average percentage reduction of graph size (number
of vertices) D-IDS. d denotes the diameter of query graph.
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Fig. 10: Comparison of latency of D-ISI + D-IDS for query
graphs with various diameters. d denotes the diameter of query
graph and W denotes the number of workers.
where our algorithm (D-ISI + D-IDS) works on a much smaller
subgraph compared to the baseline (Intractability of the exact
SIM should also be taken into account).
We observed that the communication network in our cluster
was saturated when scaling up the number of workers on small
diameter datasets, increasing the overall communication latency of the system. We believe that further improvements can
be achieved on a cluster with a high-performance communication network. Due scalability limitations in baseline algorithm,
we were unable to compute speedups on YT and LJ datasets.
A similar behavior of latency was observed in these datasets.
Comparison of latencies on all datasets are summarized in Fig.
10. We also observed a higher improvement in speedup with
increasing dQ . The reason for this speedup is twofold: With the
Increasing diameter of the query graph, edge updates can affect
a large portion of the graph. As a result, a larger subgraph
is constructed in the subgraph construction step. But since
the baseline algorithm does not perform any graph pruning,
reduction in the constructed subgraph due to graph pruning
compared to the baseline becomes larger with the increasing
diameter. Also increasing diameter in the query graph enables
the DDLBFS to explore deeper, increasing the parallelism.
Evaluations with increasing |∆eu | showed that (See Fig. 11)
D-ISI with D-IDS achieves higher throughput with increasing
|∆eu | due to the higher parallelism achieved with increasing
|∆eu |. But this resulted in increase in latency.
VII. C ONCLUSIONS
We presented a query preserving distributed graph pruning
technique (D-IDS) to enable exact subgraph matching in
small diameter dynamic graphs. Our graph pruning technique
reduced the graph size significantly on real world graphs where
it achieved over 60% reduction in graph size.
A simple distributed incremental exact subgraph matching
algorithm (D-ISI) which can utilize the above mentioned
graph pruning technique was presented. Our results show a
significant improvement in performance on small diameter
graphs when D-ISI was used with D-IDS. But no improvement
in performance was observed on large diameter graphs.
In this work, we did not evaluate the impact of utilizing
different graph partitioning schemes on the performance. We
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Fig. 11: Latency and throughput of D-ISI + D-IDS for different
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plan to evaluate the above mentioned algorithms using different dynamic graph partitioning strategies and understand its
impact on the performance.
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